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New Cyberthreat for Hedge Funds: Investor
Pressure

By Alex Padalka April 20, 2016 D comments - Post Comment

Institutional investors may be the next front for hedge fund managers in the struggle to establish
a cybersecurity framework that can withstand not only attacks but also the scrutiny of regulators
and clients.

The degree of sophistication and amount of investment allocated to cybersecurity is all over the
spectrum, with many firms falling far behind, cybersecurity experts say. But institutional
investors have been asking hedge fund managers about their cybersecurity frameworks for
some time, and are now upping the ante, says Denise Valentine, senior analyst at Aite Group
who focuses on institutional asset management, alternative funds and the intermediary market.

Increasingly, their inquiries are made as part of requests for information and requests for
proposals, she says. The queries are becoming broader in scope and more specific in focus at
the same time, covering issues such as data sterage and cyber-preparedness policies and
procedures, Valentine says.

Institutional investors can pick at a wide range of cybersecurity issues for hedge fund managers
to address, according to a new research paper from Castle Hall Alternatives, an operational
due diligence consultant for institutions on alternative and traditional asset managers. The paper
outlines questions for senior management, incident response preparedness, and other aspects
of cyber protection.

‘Different institutions are at different areas of the curve, but | think the industry as a whole had its
come-to-Jesus mement, and since then people are realizing this is very important even if they
haven't figured out how they're going to assess it,” says Chris Gillam, senior manager at Castle
Hall.

Despite the flurry of interest, the issue is still relatively new for hedge fund managers, because
five years ago, it wasn't even on their radar, says [KIBEFE ¥8Pe2, managing director at Trident
Capital Cybersecurity, a venture capital firm focusing on companies that provide cybersecurity
solutions to asset managers. The level of readiness among hedge fund managers can vary
greatly.

“It's a tale of two cities,” NEPE# says. “The most sophisticated [hedge funds] are really paranoid.
But the bulk, the middle market, is still trying to realize if this is something they need to do and
how much they need to invest, and they're sitting in that never-never land.”

IMiany hedge funds are taking a cue from regulators in shaping their cybersecurity policies,
experts say. Following the attack on J.P. Morgan in 2014, the Securities and Exchange
Commission made cybersecurity a top priority, launching an investigation of 50 firms and
encouraging investors to do their due diligence on cybersecurity at asset managers, as
reported.

The SEC has also made it clear that it will go after hedge funds lacking in cybersecurity
preparedness this year as well, as reported. But while a large firm like J.P. Morgan could
respond by allocating $250 million to cybersecurity, many smaller asset managers are lagging,
cybersecurity experts say.

Most hedge funds are taking some measures to strengthen cybersecurity: 82% conduct periodic
testing of their backup systems, 81% train their employees and 79% have software to address
vulnerabilities, according to a survey of hedge fund and private equity fund managers conducted
by ACA Compliance Group. But only 60% evaluate their vendors’ cybersecurity measures,
just 50% control removable and portable media, and 6% have no cybersecurity controls
whatsoever, according to the survey.

Those are among the areas that institutional investors can probe in due diligence, according to
Castle Hall's paper, authored by Vladimir Rabotka. Its questionnaire addresses areas such the
asset manager's cybersecurity framework, the response of senior management, and security
awareness and staff training.

There has been a ‘massive” attempt to educate employees, Valentine says. This includes
increasing the frequency of training initiatives, infreducing cne-on-one sessions to tailor training
o each employee, and increasingly using actual examples of cyber attacks for education
purposes, despite asset managers’ understandable reluctance about appearing to lack control,
she says.

‘It used to be you'd either go to a class or go
through this e-learning process and you'd sit
for 45 minutes and you'd go scrolling through
an educational program about information
security or data privacy,” she says. “They've
had to up that quite a bit."
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Those in the lead are already focused on
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are seeking the best minds in the sphere,
hiring cybersecurity experts directly from the
Central Intelligence Agency and the
National Security Agency. And some former government experts are launching their own
initiatives: Keith Alexander, the former director of the NSA | has launched IronNet
Cybersecurity, which allows critical-infrastructure firms, including hedge funds, “to listen to
everything” on their networks and menitor for unusual behavior both from outside threats and

within the company, NEBeg says.

But most hedge funds seem to be waiting for institutional investors fo drive the conversation, he
says. The industry overall is still largely reactive, waiting for a headline-grabbing case to push
them toward investing properly in cybersecurity, NEBEg adds.

One thing that may drive them to move is losses. About 7% of respondents to the ACA survey
say that cyber attacks at their firms caused financial losses or system outages. And 14% say
that had an unsuccessful attack achieved its objective, it would have ended up costing them.

Perhaps, the asset managers best prepared to respond to incidents are the ones that
acknowledge they can't plan for everything. That means having an action plan with clear steps, a
crisis management team in place, and outside help for cases when it's needed, Valentine says.

Indeed, with the SEC guidelines driving how hedge funds are setting up incidence response
procedures, many hedge funds and the industry at large are still defining what it means fo be
cybersecurity-ready, which in turn leaves holes in the response plan, JEBeg says. ‘Incident
response isn't just a matter of responding to the specific incident. How do you deal with the crisis
management in the press?” he says. ‘I don't think we've gotten there yet.”

Even hedge funds following the best industry guidance have trouble keeping it current, fEpeg
says.

‘In cybersecurity, nothing is 100%," he adds_ “That's why you have offerings in cyber insurance,
but you lock at the fine print and there’s a lot of exclusions, because the industry is trying to
mature.”

And all the while, the sophistication of cyberthreats continues to evolve. Phishing emails, for
example, designed to trick their targets into believing they're dealing with someone they frust,
have become increasingly tailored thanks to the ability of attackers to see various personal
details, including relationships, on social platforms such as Linkedin and Twitter, Valentine says.

‘Cybersecurity is never going to be set-and-forget. Quite often, it's like an arms race,” Rabotka
says. “Perfect security is an illusion, so the risk will never be zero, but it can be minimized and
controlled.”
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