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Housekeeping

= Chatham House Rules (no media; photographer present)
* To make calls, visit 2F phone booths or 2M Grill Room

» See program for Wi-Fi access and QR codes:

AGENDA
https://forgepointcap.com/site/acmd 24/

FEEDBACK
https://forgepoint.typeform.com/acmd?24

#~ Forgepoint



https://forgepoint.typeform.com/acmd24
https://forgepoint.typeform.com/acmd24

Audience Mix

Let Us Begin

Investor
6%
Board Member/Advisor

9%
Startup
CEO/Executive

. 28%
Other: Research, Advisory,
Professional Services
11%
Government Leader —
1%
Enterprise
CxO/Executive
15%

CISO/Cybersecurity
Leader
30%

’- Forgepon‘]t Confidential and Proprietary 4



Agenda

1:00 pm Welcome and Meeting Kickoff

1:10 pm Cybersecurity Market Update: Fall 2024

1:40 pm Cybersecurity Issues and Observations for 2025

2:10 pm Guardians of the G-Al-laxy: Al & Data Governance Concerns and Opportunities
2:50 pm Nudge Security: Securing the Workforce Edge

2:53 pum 15 Min Networking Break

3:08 pm The Great Debate: Reevaluating Public vs. Private in the Cloud Era

3:38 pm AKA Identity: Identity Analytics and Automation

3:40 pm Anatomy of a Ransomware Incident

4:05 pm Fireside: The CISO Playbook

4:30 pm Hyperproof: Next Level Risk and Compliance Management

4:33 pm Fireside: An Innovator’s Journey, from CTO to CEO

4:58 pm Meeting Close > 5:00 Rooftop Reception > 6:30 Celebration Dinner (back here!)

’- Forgepon‘]t Confidential and Proprietary 5
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#~ Forgepoint

Venture Capital Institutional Investment Platform

2015
Founded

50
Investments

33
Active
Investments

#~ Forgepoint

Funds

24
Team Size

100
Global
Advisory
Council

$1B+
AUM

14
Investors

$5-50M
Investment
per
Company

Cybersecurity, Al & Infrastructure Software
Series A & B and Select Growth (First Institutional Investor)

North America Europe

[}
LATAM Israel
(] Australia

“

)

Investing Globally
Cybersecurity is a global mission

Confidential and Proprietary 7



Forgepoint Capital Team

An Experienced and Diverse Team of Company Builders

/ INVESTMENT — FORGEPOINT US /

J. Alberto Yépez
Managing Director &
Co-Founder

/ INVESTMENT - US/

Donald R. Dixon
Managing Director &
Co-Founder

Lisalee Leo Casusol
Chief Financial Officer Managing Dire ctor

/ INVESTMENT — FORGEPOINT CAPITAL INTERNATIONAL /

Ernie Bio

Managing Dire ctor

Andrew McClure
Managing Dire ctor

Reynaldo Kirton
Vice President

/ GROWTH /

Casilda Angulo
Senior Associate

{

£ |

Jimmy Park
Senior Associate

/ GROWTH /

-t In

Shane Shook, PhD
Venture Partner

-\ "

Damien Henault
Managing Director
International

Kathryn Shih
Venture Partner

Michael Cortez
Partner
International

/ OPERATIONS /

A\
Jaime Goyarrola
Chief Financial Officer

International

Andres Andreu
Venture Consultant

S

)

£
Tom Kelley
Venture Consultant

Sanjay Uppal
Venture Consultant

#~ Forgepoint

Mercy Caprara
Portfolio Operations

Karl Sharman
Talent Management

Tanya Loh
Chief Marketing Officer

Jessie Huang
Controller

Huzefa Sharafali

Information Technology

Sue Chung
Operations &
Administration

Stacey Holmes
Operations &

Administration
Confidential and Proprietary 8
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Global Advisory Council

Since January 1, 2024, 8 new industry leaders have joined us

Elizabeth “Liz” Butwin Mann Hazel Diez Castafio Don Duet Justin Foster
Advisor, Board Member; Former Global Chief Information Security Officer, Public Cloud Strategy Lead, Fortinet; Former CEO CTO, Forescout;
Strategy and Growth Leader- Americas Santander; Former Head of Security & Co-Founder of Concourse Labs (acq. Fortinet) Former CTO and Co-Founder, Cysiv
Technology Consulting, EY Consultancy, Architecture and Design, Aviva and Technology Leader at Goldman Sachs (acq. Forescout)
L i
Q ZERTINET o) oldman
EY EVF & Santander y,y, concaurse” GO <) FORESCOUT CY/SIV
A POREBSOUT L

>
{:
Brian T. Geffert Paul Lanzi Hector Saldafia Sandip Wadje
Vice President of Cyber Defense, 3M; Founder and Principal Consultant, Senior Advisor to Boston Consulting; Managing Director — Global Head of
Former Global Chief Information IDenovate; Former Founder and COO, Managing Partner, Inventity Global Fund, Emerging Technology Operational
Security Officer, KPMG Remediant (acq. Netwrix) Former VP Asia Pacific at Wolfram Alpha, Risks and Intelligence, BNP Paribas
Former Sr. Executive at Entrust and Apple e

BCG e WWolramAlpha _® @ 2l BNP PARIBAS

GROUP RUST

Remeiant

F- Forgepon‘]t Confidential and Proprietary 10



Forgepoint Investment Themes

Grounded in Customer Priorities and Key Market Drivers

Y22 % Securing Al, Al for Security
o: ‘B How cybersecurity can secure Al and how Al can improve cybersecurity

Continuous Trust and Identity Management
@ Creating fully secured digital identities and perfect data that connects in real time

Cybersecurity for the Long Tail
@ Protecting the underserved Small and Midsize Businesses (SMBs) that power the global economy

Proactive Cybersecurity and Risk Management
5@5 It's not whether a company will get breached — it's a matter of when, and what to do about it

Establishing a robust digital grid to access business-critical resources to drive immediate outcomes

@ Securing Infrastructure, from Cloud to Edge and Beyond

@\ Trust in Software
@ The future of software is secure components flowing through a resilient supply chain

F. Forgepon‘]t Confidential and Proprietary 11



Market Direction of GenAl Security Management

Understanding the evolution of the infrastructure and its predictions is key to determine winners

:* Market Consolidation of Point
& Solutions into Platforms 2029 -Onward

» End-to-end solutions fully
integrated into the enterprise

thﬁ]bﬂf Al-Augmented

risk management function °
9 2025-2028 E5T3 = Aland GenAl models to be
self-corrected
= Al trust, risk and security
management all in one
2024-2026

Budget’s Expansion and the Focus on

Visibility %‘—’:'1 Regulation and Governance as Drivers of

- Visibility and model ;-_E@’ Security Needs and Tools

observation as key priorities 2023-2025 » Each industry and geography will develop
= Develop GenAl governance . ad-hoc regulation for the use and

governance of GenAl

2020-2024
@ Reactive Approach to GenAl Security

-—l » Focus on foundational models usage and adoption
= Concems around associated risks

r— S e O . 4 3
ChatGPT Gemini (QMeta Al Kathryn Shih Casilda Angulo

Venture Partner Senior Associate

#~ Forgepoint

Source: Market Guide for Al Trust, Risk and Security Management — January 2023 (Gartner) Confidential and Proprietary 12



Al Security Strategy — Two Parallel Tracks

Security for Al Al for Security
4 ) 4 )
Tools to secure Al-native tooling to
Al systems solve existing
from attack security challenges

S |

#~ Forgepoint Confidential and Proprietary 13



Welcome to the Forgepoint Family

New Investments in 2024

€ aka identity hyperproof

akaidentity.io hyperproof.io
Data and intelligence Automated security
layer simplifying assurance and
identity access compliance operations

management (IAM)

Identity Risk Management
Security Operations

#~ Forgepoint https://forgepointcap.com/companies/

rudge

nudgesecurity.com

SaaS security
discovery, monitoring
and management

Applications
Security Operations
Risk Management

@ Synadia

synadia.com
nats.io

Next generation digital
communications to
securely unify cloud,
edge, and loT

Infrastructure
Data

Confidential and Proprietary 14


https://www.akaidentity.io/
http://synadia.com/
http://nats.io/
http://nudgesecurity.com
http://www.hyperproof.io/
https://forgepointcap.com/companies/

Community Highlights

2024 Events

Guests include entrepreneurs, CISOs/CxOs, government leaders, co-investors, and senior executives from industry partners

National Cyber Innovation Forum (Washington, DC), cohosted with Carahsoft, Microsoft, Forescout, and Snowflake
Private Cyber Leadership Dinner (NYC)

RSAC 24 (SF) Security VC Reception cohosted with Sapphire, Norwest, and Gula Tech Adventures

RSAC '24 (SF) National Security Social cohosted with Gula Tech Adventures, IQT, and Shield Capital

RSAC ‘24 (SF) 14" Annual Executive Dinner at RSA Conference cohosted with PwC and Google Cloud

RSAC 24 (SF) CISO Dinner cohosted with MunichRe Ventures and Trace3

Black Hat 24 (LV) Executive Security Lunch cohosted with Foundation Capital

Black Hat ‘24 (LV) CISO Dinner cohosted with IQT and SVB

Black Hat ‘24 (LV) Vision & Voice Breakfast cohosted with NightDragon, Keyfactor, Uptycs, and MarketBridge

Roll Call '24 (SF) in support of Vets in Tech, cohosted with a16z, Beyond Capital, Meritech, SecondFront, Shield Capital, Point72 Ventures

#~ Forgepoint

Confidential and Proprietary 15
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The Forgecast

https://forgepointcap.com/forgecast/

Securing the 99% with Kyle
Hanslovan

Episode 9

The who’s who and what’s what in

cybersecurity, Al, and infrastructure software.

LATEST

Listen to

Proactive Network Threat Detection
with Ricardo Villadiego

NOVEMBER 13, 2024 . 44 MINUTES

The who's who and what’s what in cybersecurity, Al, and
infrastructure software.

LISTEN NOwW

APPLE PODCASTS SPOTIFY YOUTUBE AMAZON MUSIC

Secure Elections and Defending From Bootstrapped to Venture- Cybersecurity as a Business
Democracy with Cait Conley Backed with Vinnie Liu Enabler with Eddie Borrero
Episode 15 Episode 14 Episode 13

A Blueprint for Building Quantifying Cyber Risk with Staying Clear and Focused on the
Cybersecurity Startups with Ross Pascal Millaire Mission with Billy Gouveia
Haleliuk

Episode 12 Episode 11 Episode 10


https://forgepointcap.com/forgecast/

Agenda

1:00 pm Welcome and Meeting Kickoff

1:10 pm Cybersecurity Market Update: Fall 2024

1:40 pm Cybersecurity Issues and Observations for 2025

2:10 pm Guardians of the G-Al-laxy: Al & Data Governance Concerns and Opportunities
2:50 pm Nudge Security: Securing the Workforce Edge

2:53 pum 15 Min Networking Break

3:08 pm The Great Debate: Reevaluating Public vs. Private in the Cloud Era

3:38 pm AKA Identity: Identity Analytics and Automation

3:40 pm Anatomy of a Ransomware Incident

4:05 pm Fireside: The CISO Playbook

4:30 pm Hyperproof: Next Level Risk and Compliance Management

4:33 pm Fireside: An Innovator’s Journey, from CTO to CEO

4:58 pm Meeting Close > 5:00 Rooftop Reception > 6:30 Celebration Dinner (back here!)

’- Forgepon‘]t Confidential and Proprietary 19
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TAG

Cybersecurity Issues and
Observations for 2025
(with Free Publications)

Prepared by

Dr. Edward Amoroso
CEOQ, TAG Infosphere Inc. and Professor, New York University

Former SVP/CISO AT&T, Former Board Member, M&T Bank
eamoroso@tag-cyber.com



mailto:eamoroso@tag-cyber.com

Predicting the Impact of Trump's
Election on Cyber

Edward Amoroso @
Founder and CEO of TAG Infosphere

November 17, 2024

Below are seven predictions from our team at TAG for how the recent Trump
election of 2024 will impact U.S. business practitioners, government agencies,
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Issue 1:
SEC vs. CISOs

(Image generated by DALL-E)




SecurityAnnual
SEC
CISO

' B3
SEC ACTIONS 3 THE GREAT DEBATE

THE SEC RULES, THE SOLARWINDS CASE, AND THE CIS0'S BOLE
PROMPT QUESTION -~

05D’
“ 65 ROLE?

ROUNDTABLE:
SEC AND THE CISO’S PLIGHT

Two actions by the Securities and Exchange

Commission late last year provoked anger and

anxiety in the cybersecuwily industry—particularly

among chief information security officers.

First came the enforcement action against

SolarWinds and its CISO, Tim Brown. Then the finafzation
of the SEC’s rule that requires companies to report cybersecurnty
incidents within four days after determining they are "matenal” TAG
Cyber CEO Ed Amoroso and his colleagues at New York University,
where he teaches at the enginesring school decided to record
a video of a roundtoble conversation about the implications of
these events. Amoreso was joined by Randy Milch, who teaches
law at NYU and is co-chair of its Center for Cybersecwrily. Previously
he was the general counsel and head of public policy at Verzon
Communications. They invited Joe Sullivan, the former chief
security officer at CloudFiare, Facebook and Uber to join them
Sulivan, a former federal prosecutor, was the first prominent CISO
who found himself in the crosshairs of law enforcement when
he was convicted of obstructing a Federal Trade Commission
proceeding and concealing a felony in the wake of a hack ot
Uber. He remains widely respected in the field The discussion was
moderated by Joel Caminer, a senior director at NYU's Center for

Cybersacurity, the institution's interdisciplinary

research center which brings together foculty

from NYU and other schools to discuss the most

relevant topics. What follows is an edited version

of their talk




Cybersecurity Issue 2:
Securing Al vs. Using Al

(Image generated by Wombo)
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SecUrityAnnual
Al WAIQUARTERLY

WILL BE
THE END OF

CYBERSECURITY
(AS WE KNOW IT) MAPPING

Q2 2024

HOW SHOULD ARTIFICIAL INTELLIGENCE :) 9
BE REGULATED? (,‘ CAN Al PROTECT HUMANS FROM HUMANS?
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Cybersecurity Issue 3:
Enterprise Security vs. Nation-State Cyber Actors

(Images created with Microsoft Co-Pilot)



WHAT'S THE ROLE OF THEUN?
WHERE'S THE LINE ON NEUTRALITY?

INTERNATIONAY

RS INVASION OF LXRANE HAS RASE
nONS 1O PROVOCE DeiX e FOR YEAR:

WHY U.S. RESTRICTIONS ON CHINESE SOFTWARE
WILL HAVE NO IMPACT ON CYBER RISK

D EDWARD ANOROS.

The actuc
CyDenecusty
beratt of
Crermve
Procce
ovodance &
nerty 1000,

P

HOW CHINA'S WORLD COLONIZATION PLAN
IMPACTS CYBER

W R

ecurityAnnual
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«GYBERSECURITY

SPECI AL
S ECTION

ARTICLES | OPINIONS [ INTERVIEWS




A
' Y
S

Cybersecurity Issue 4:
Corporate Narrative vs.
Fake News

(Images generated by Dreamstudio)



DEEPFAKES REPRESENT THE
EVOLUTION OF CYBERSECURITY

SecurityAnnual




Cybersecurity Issue 5:
Cyber Underwriters vs. Ransomware Threats

(Images generated by Google Gemini)



Cyber Insurance

DOES YOUR COMPANY HAYE ;};E RIGHT J O u r n O |

G- N\

PROJECTING CYBER INSURAMEE GROWTH:
A 10-YEAR LS. MARKET DUTLOOK
! " . :

ARTICLES | OPINIONS | INTERVIEWS
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Drew Cukor

Former Chief Al and Data

Officer
JPMorgan Chase

.......

Elena Kvochko .

Adjunct Professor ..
Cornell SC Johnson
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dge

SaaS security that inventories
and monitors every cloud and
SaaS account

Russ Spitler
Co-Founder & CEO
Nudge Security

https://nudgesecurity.com/

Nudge Security Product T.

e @ Nudge Security O

36

G Active user accounts Total apps Average apps per user Total accounts

390 10.8 638

New apps added in the last 1 month

esources

Users & Groups.

0o

o
(&) Netitications

14 8% ver

sus the prior 1 month

o

@K Click here to start the tour!

AN Most likely to experiment

@ AbertTross
O cearo

Q Departing Martinez

0
Aug-2 A 3 p ep-09  Sep p-15 Sep-18 Sep-21
App breach notifications
BB CodePen 1account N
Q ouora 1account 1 week ago ®=  Retool
o SendGrid 1account ”
. 2 weeks ago ) Rolibar
Sourcegraph 1 account
3 weeks ago Sourcegraph
23 Settings
¥ Hugging Face 1account

Sample Customers and Relationships

Curology  glaad ") gridX ZELL

7 Stravito

@ unify

@ watershed

THRI

VI

d:pvveuthy

Average accounts per user

17.7

145
99

86


https://www.nudgesecurity.com/

rudge

Securing the Workforce Edge

Jaime Blasco
Co-founder & CTO

Russ Spitler
Co-founder & CEO

World-renowned security
researcher and former head of
AT&T Alien Labs

15+ years building security products at
AlienVault (AT&T)
and Fortify (HPE)

DR AT&T Cybersecurity

ANIEE WRELE

o Overview
[ oashocara

3 AcCtive user accounts Total apps AVOTagE APRS POT USET
=S 17 262 15.4 €8 o
Y
L Noomas New apps added in the last 1 Month ~ 2

23 +30%  wersus the prior 1 month

1]

3 apps

”g
!

July 4 July & By 6 Judy 7

-~

o Googhe Workspace 25 accounts

Example Customers:

reddit

b
an

DRATA

NETFLIX

[ Brex

Total accounts v

torg 636 3

Most Likely to Experiment

& mben Tross

i owen Authora

B copr Tunk

B heodore T.C.Calvin

¥ Hanribal Smith

Apps with Security Breaches

oe SNow flake



Over 90% of all apps
are adopted outside
of IT.




Risk is created at the Workforce Edge™

MTUIT L e * .
@ . Connects a third-party E .
- service with OAuth -
m . Uses personal password manager Experiments using .
a corporate data L ab
Invites colleagues to Skips MFA setup
collaborate
. box .
Introduc'es. anew Shares a file with
productivity tool external contractor

Without the right visibility and controls in place,
risk and sprawl run wild at this edge.



Traditional approaches aren’t cutting it anymore.

i . . .

44 IT service request portals... ...assume that work will wait.
a2 ! Network-based controls ...lack visibility and context.
g.\ﬁ APl-based integrations (SSPM) ...require prior knowledge & access.

Organizations need a new approach to protect and govern all apps,
identities, and data across thousands of clouds.

rudge



What if security was created at the Workforce Edge?

oy
an

Right-sizes access and
licenses regularly

® @
an

Self-serves approved
productivity tool

Y ) a:t' .
ab
= . Revokes OAuth grants that E .
- are no longer used -

Signs up with SSO Signs up with S50

Enable your business to move faster while
strengthening your security posture.

» @
[ —

Enables MFA on
account

oox @
an

Revokes file access when
project ends
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Agenda

1:00 pm Welcome and Meeting Kickoff

1:10 pm Cybersecurity Market Update: Fall 2024

1:40 pm Cybersecurity Issues and Observations for 2025

2:10 pum Guardians of the G-Al-laxy: Al & Data Governance Concerns and Opportunities
2:50 pm Nudge Security: Securing the Workforce Edge

2:53 pum 15 Min Networking Break

3:08 pm The Great Debate: Reevaluating Public vs. Private in the Cloud Era
3:38 pm AKA Identity: Identity Analytics and Automation

3:40 pm Anatomy of a Ransomware Incident

4:05 pm Fireside: The CISO Playbook

4:30 pm Hyperproof: Next Level Risk and Compliance Management

4:33 pum Fireside: An Innovator’s Journey, from CTO to CEO

4:58 pm Meeting Close > 5:00 Rooftop Reception > 6:30 Celebration Dinner
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/ate in the Cloud Era

PR
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Derek Cbllison~ :

Creator of NATS.io and * -~ .= “ichief Strategy: OfflCeJ"&-«-.... 1.5 ‘Assistant National Cﬁ =~ - Partner & Cybersecurlty

Founder & CEO - _ . “Head: onybers@curlt'f':"'.'”' “f’.:‘._.":‘" :Diré'ct IR .'" 3 Practice Lead - = =
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@)Synadia N AT - Ef—‘l Scalability Resilience _>)|(<_

e NATS can easily scale to Built-in fault tolerance and
millions of clients across a global self-healing capabilities ensure
G | 0 b a| |y conn eCt a| | yo ur deploymept, providing services high availability.
y h A that can live anywhere and are
applications and data- in the easily discoverable.
cloud, on premise, and at the edge
((:/\ Performance Key advantages of Security
A Low latency and high NATS include A zero trust approach for protection
throughput make NATS ideal inside or outside the network
for real-time applications. “ perimeter with secure interactions
“ between applications, services and

devices across multiple clouds,
regions and edge environments.

‘ Simplicity Flexibility
NATS provides a foundation for massively It supports M:N communication across ‘ﬁk
distributed systems, without the need for various use cases, including simple
the glue logic, shim layers, specialized messaging, request-reply, complex data
: tools and middleware required by other streaming, and real-time materialized
4 technologies. NATS also has a clean, views, as well as a key-value store and
s straightforward API that developers love. object store.

Derek Collison Sample Customers and Relationships

Founder & CEO

Rynadia FINECO

https://synadia.com/

. SANVIDIA.

B A N K mastercard

Creator of NATS.io o= replit RIVIAN SCHAEFFLER
https://nats.io/

cWe SUSE Walmart

™



https://www.synadia.com/
https://nats.io/

Identity Analytics and
Automation

Will Lin
Co-Founder & CEO
AKA Identity

https://akaidentity.io/

Outcome Driven Metrics (ODM) Dashboard

Average Access Removal Time

54 hrs

Target: 12 hrs

PAM Transact

204

TargeL 80%

MFA Transaction C

35%

Weekly Average Pas & manths

bt bttt ol ot

Percent Privileged Transactions Processed as PAM

Attt ettt b s bbb e
May 5 May 6 *ay y day 9 May 1€

MFA Transactions Coverage

Tickets Processed Past 7 days

Il .||‘|.I||||II‘||||||||I|||I||||‘l.|||||||||.|||||.||||||.||.|I|.|..... ......|I||‘|I.|‘||I||||‘.||||I||||I.|||||I||||||||||.......I||||.|||||||I|||.||||.......

< aka

il

Sample Customers and Relationships

FORTUNE Fortune 500 enterprise

organizations across Finance,
Healthcare and High Tech.


https://www.nudgesecurity.com/

e & & B @
s o 0 @ @

&

L]

L ]

»> & & @

e akaidentity

AKA Identlty: Identity Analytics an

Q4 2024

A ol

b | ‘
d‘Automation
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e aka identity

The Next Convergence in IAM is finding its name:

“Identity Analytics and Automation”
“Identity Visibility and Observability”
“Source of Truth in IAM”

“SIEM for Identity”

“Unified lIdentity Lifecycle Management”
“Identity Security”

e aka ldentlty www.akaidentity.io



What do ldentity Programs Look Like

... aka |dent|ty www.akaidentity.io



Clarity from Chaos

| . Data Unlocks the
}f—q, . “ Next Level:

IGA - Unified Visibility

ITDR = Al-Driven
Recommendations

ISPM - Integrated
Remediation Workflows

PAM - Actionable

O 000

‘ " e _ - ' Insights
. N " ) y / - $
™ " . y i ) “
. - ) - S &
T S x
® *  »
-~ L
L]
o'
o . * .
e * »
& . .
. .kq |dent|ty www.akaidentity.io 50
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e aka identity
Mining Data for Value

Find over-provisioning day 1 based on usage

ldentify “zombie” accounts, eliminate orphaned accounts

Untangle the complexities of your IAM landscape

Improve your hygiene, reduce your risk

e aka ldentlty www.akaidentity.io



C u Sto m e r Tra Cti O n We re-grouped proven talent at AKA. We're now deploying and through procurement

Closed/Won
An D
Q [
Healthcare Tech

Procurement Stage

N

Tech Industrial

(L

e aka identity

with multiple referenceable customers with qualified budget

Mid-Enterprise: 1,000 — 10,000 employees

W 1 Google
. MlCl‘?SDﬂ Powered IAM Programs (not \yoq =c )
3 & okta

Fintech
10,000+ Entitlements under Management
(500+ of Human/Machine ldentities x
20+ of Applications/Systems)

F ﬂ?\fl)lf)erader One Champion/Budget
Enterprise: 10,000 — 100,000 employees
Consumer
=@ Microsoft 100,000+ 2 or more
Powered entitlements champions

www.akaidentity.io under mgmt
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Ransomware - A Multifaceted Problem §$BREERFDR]E

=  What is ransomware?:

— Athreat actor encrypts data demands a ransom in exchange for a decryption key, or
— Athreat actor steals data and demands a ransom in exchange for a promise to not publish it, or
— Both (referred to as double extortion)

= Ransomware is the perfect crime:

— Easy to commit,

— Enormously lucrative, and Your computer file
_ _ _ But, don't worry!
— Done with (near) impunity You have
r 7. \ 1‘.'1:{ deleted.
= Ransomware is a multidimensional problem: F you do | | ettt g e s
Pur 1ase >TTCOTINS Oor .4 - & | &2
— Network Intrusion in t ninutes o\ ; flays ent your computer
y anyt g fu anu" i safety meas
— Data Theft as 15 d the crypted files will b

— Business Interruption
— Legal, Regulatory, & Reputational Risk

54 | Proprietary and Confidential



Stages of a Ransomware Attack

Reconnaissance

Finding the target

55

Point of Entry

Breaking in

Proprietary and Confidential

Privilege Escalation

Getting more access

Lateral Movement
Moving around

SURE F[IR|E
CYBER

Exfiltration Encryption
Stealing data Locking up your files




i SUREFI|IRIE
Stage 1 Reconnaissance SURE F[IR]

Finding the Target

Setting the Scene

= Threat actors are ALWAYS scanning the
complete internet to find weaknesses or
looking to buy access

= Full scan of the internet can take as little
as 45 minutes

Takeaways

= Threat actors don’t need to be “targeting”
you to discover an exploitable weakness

=  Securing your internet-facing perimeter
will help prevent cyber incidents

56 | Proprietary and Confidential



Stage 2 Point of Entry SURE F[IR|E

CYBER
Patient Zero
. ] ¥ -
Settlng the Scene € C a maﬂ.google.ccm’nu/D/'mbvx ® 2
» Not finding an external weakness, the = Wit S % el
threat actor sends an email embedded 2= o e | | o
with malware Q o b o M
Yr Starred
= Phishing is very common and can be o B oo g — .
generic (“Singles in Your Area”) or i =
targeted (“Kevin’s Year End Bonus”) 9 " .
E [ Krebs Data.docm
Takeaways =
= User awareness training and email
filtering lower risk of phishing i )
0GBof15GBused & e m‘l

= Multi-factor authentication is the best way
to stop phishing

£

= Endpoint Security Solution

e B B <3l

".')

57 | Proprietary and Confidential
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Stage 3 Privilege Escalation SURE F[IRJE

Getting More Access

Setting the Scene

= The threat actor’s goal is to move from a

normal user account to the network cd cr\Usersy\RR IO ey
administrator’s account €:\sers\okreb \Desktopodir

Volume in drive C has no label.

= Threat actor gains elevated permissions N
usmg a Common tOOI Ca”ed M|m|katz Directory of C:\Users\bkrebs\Desktop

08/05/2022 12:22 PM <DIR>
08/05/2022 12:22 PM <DIR>

07(21/2022 02:55 PM 868,709 iélk 0325 Target Kill Chain Anal
g;}%igggzz 02:59 PM 29,265 BlackHat_In_the_Mind_of_a_hacker
«pptx
Takeaways e R
- . . - 8%35;;2022 02:58 PM 8,466 Hackersta[s.xlsx
= Minimize privileged accounts and nE il o
administrative access My A s e e e

9 File(s) 988,927 bytes
2 Dir(s) 37,760,110,592 bytes free

= |nvestin tools that detect and stop colbarsisinsso e
maIICIOUS aCtlonS C:\Users\bkrebs\Desktop>

C:\Users\bkrebs\Desktop>

= Keep systems up-to-date with patches

C:\Users\bkrebs\Desktop>exit
exit N
meterpreter > | 1

58 | Proprietary and Confidential



Stage 4 Lateral Movement

Moving Around

Setting the Scene

= Threat actor cracks the password and
uses the administrator’s credentials to
login

= |n the middle of the night, the threat actor
accesses the server with everyone’s
passwords

Takeaways
= Use strong and long passwords

= Network tools detect internal scans and
malicious activity, so you stop a hacker in
their tracks

50 | Proprietary and Confidential

BempPorl

File Actions Edit View Help

File Actions Edit View Help
Administrator XYZ-VICTIM@

XYZ-VICTIM$ XYZ-VICTIMO
bkrebs XYZ-VICTIMO

[@itnick XYZgVICTIMO
wdigest credentials

Username Domain

(null) (null)
Administrator XYZ-VICTIMO
XYZ-VICTIM$ XYZ-VICTIMO

bkrebs XYZ-VICTIMO
kmitnick XYZ-VICTIMO

kerberos credentials

Username Domain

(null) (null)

administrator XYZ-VICTIM.LOCAL

SURE F|IR|E
CYBER

af6781f23929b5fa28f a0232101ee76cdeb6519
4la40faS5e8e72 37053f98a7bb60d3b30e
074691d8660bd9f14c3 0270bf91f72a9c128f6¢
039eeb814a300 600c7af19a7e5ec9267a
5723c29cd5d5dcec926 6b46306974fe3b039ada
7fa301ae59269 0b91aa31fccb101d7bde
2a0d26919999706412e 749d28fdca4fc337017d
3446ad3661903 46273a9a23d7458ccc5e

Password

(null)

Defcon2022!

%) ,Fcn_h"AK; 4PVuJWy )HSXB: q=$0b%¥HHMDR*S4B
H+YKGv6G8<.uAqLI3NcPy6xuai®;5%s. [E:-3qu$z
iQ8(4nc\TUt@9D%d)<M mYKX1j!3(JI\.7RqQd
Onsecurityl

Supersecurel

Password

(null)
null)

bkrebs XYZ-VICTIM.LOCAL

(

(
kmitnick XYZ-VICTIM.LOCAL (null)
xyz-victim$ XYZ-VICTIM.LOCAL (

meterpreter > [

null)




Stage 5 Exfiltration and Backup Deletion SURE F[IRJE

Stealing Data

BEemPRPoOr]|1 2 3 ¢ ; O H & 0 936

Setting the Scene

File Actions Edl
Clipboard(w

= Threat actor will look for sensitive files and T

Clipboard
steal them 8 e

= Threat actor will then delete any backups seterc
they discover e &ipboarde
o

= Data could be uploaded to the dark web il
et="image/

or sold ELipboard(y
get="image/

Clipboard(w

get="text/f

Clipboard(w

get="COMPOL

Clipboard(w

get="image/
Ta.k eaW ayS Clipboard(w
get="image/
Clipboard(w

= Unauthorized access to personal ) o
get="image/

information can trigger legal obligations Clipboard(y

get="text/r

(even if files weren’t taken) getiCopouND. TEXT
]

= Use a strong backup solution and test it
often

60 | Proprietary and Confidential



I SUREFI|IR|E
Stage 6 Ransomware Execution SURE F[IR]

Setting the Scene

Edit View Help
3 -0400

= Threat actor executes the ransomware as T ) o

8 -0500

quickly as possible on as many systems B 9 x T T e
X File System ekt o 2016-07-16 09:21:2 tem.ini
as possible | — _ 2016-07 systen.int
i 2016-07-16 09:23:2 tracing
¥\ renp> 4 J 2 -0400
.. . . s 8o Volune in drive @ Ceseioides (@) Upkon ir  2016-07-16 09:23:3 twain_32
= This is often done on a Friday night or § = i e @ 2 0400
L. i ry of > Cloud drive Name ~  Size Type Date i 2016-07-16 09:20:0 twain_32.d1l1
08/2022 02:1€ . S 0 -0400
Thanksgl\/Ing mornlng lackt08/08/ 2022 02:1¢ = ‘ i 2016-07-16 09:21:2 win.ini
T : . 9 -0400
2016-07-16 09:19:0 winhlp32.exe
1 -0400
2016-07-16 09:18:4 write.exe
7 -0400

Takeaways

fo
(Z-ADDS01
indows 2016+ (10.0 Build 14393).
34
S

= Disconnect, don’t power off, encrypted

1_U
(Z-VICTIMO

systems to preserve evidence 36 windows

= Have a plan for how you are going to
access resources to help you through this

61 | Proprietary and Confidential



Ransomware Response Framework f’:yBREERF['R]E

Negotiation &
Recovery

Containment, Remediation

Intake & Scoping Forensic Analysis

Monitoring & Control

<>

IT
= 24/7 availability = Deploy security tools * |ngestion of forensic = Develop a negotiation = Rebuild systems and
= Kick-off call to advise = Monitor endpoints and artifacts Strategy restore services
on immediate actions isolate malicious activity = Analysis of forensic = Conduct threat actor = Strengthen security
= Structured approach » Secure environment evidence communications posture
outlining our services = Apply cyber intelligence » Forensic investigation = Facilitate payment
report = Restore data from

back-ups or decryptor

62 | Proprietary and Confidential



Contact Us gyBREERF['R]E

Billy Gouveia

CEO
billy@surefirecyber.com
+1 301 938 1542

response @surefirecyber.com
1-800-270-9034

This document (including any attachments) may contain privileged, confidential, or protected information intended only for the intended recipient. If you are not the
intended recipient, any unauthorized review, use, disclosure, or distribution is prohibited. If you have received this document in error, you are required to notify the
sender, then delete this document and any attachment from your computer and any of your electronic devices where the documentis stored.
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The CISO Playbook

Now available online...and for one lucky guest per table, check under your chair!

amazon DOOKS

https://mww.amazon.com/CISO-Playbook-Security-Audit-Leadership/dp/1032762071

THE CISO PLAYBOOK

Routledge

Taylor & Francis Group

:

https://www.routledge.com/The-CI1SO-Playbook/Andreu/p/book/9781032762074

F- Forgepon‘]t Confidential and Proprietary 65


https://www.routledge.com/The-CISO-Playbook/Andreu/p/book/9781032762074
https://www.routledge.com/The-CISO-Playbook/Andreu/p/book/9781032762074

Sohyperproof

Automated security assurance
and compliance operations

Overview

Programs

£s¢
®

Audits

& st e Rtguests
i
=] Controls
® Healkth Implementation Testing O
. 3 =

* o o
5 AN : . increased visibility in risk
and compliance posture
Risk:
~~~~~ O I
'Y i I -
dad |
), :

Craig Unger
Founder & CEO
H f .

i MM ...  FIERTINET ¥instacart

https://hyperproof.io _._
() mororoLa © outreach pwe ‘ Red Hat

Sample Customers and Relationships

Oreddit & Santander  SIEMENS  ZOom



https://hyperproof.io/

Cybersecurity Risk is simply out of control

Cannot meet increasing Regulatory Burden

95% of companies do not manage controls to mitigate risks due to high manual costs

/\] Rising Costs of Data Breaches

$4.88M is the average cost of a data breach in 2024 and increasing annually.

Ineffective Risk Management

56% of companies experience a breach due to a third party vulnerability

§o hyperproof




The market has spoken and it requires:
A Modern, Integrated Risk and Compliance platform

d ® NP
N 0)

Lower Costs Greater Efficiency Smarter Decisions Better Compliance
% 40 60% 30%
20% 0 0 0
cost reduction with fewer improvement in operational of companies reported fewer compliance failures
redundancies and streamlined efficiency due to automated improved decision-making compared to those using non-
processes workflows unifying risk & compliance integrated systems

8o hyperproof



TAM (billions)

$250

$200

$150 $129

$100

$50

$0
2024 2025 2026 2027 2028

Governance/Audit [ Third-party Risk [ Risk Management

2029 2030

B Compliance Management

A fast growing and
evolving market ripe for
disruption

Four high growth business critical markets converging into a
single platform $216 billion.

13.9% CAGR through 2028 according to Verified Market
Research, Future Market Insights, and Databridge Market
Research.

Hyperproof uniquely positioned to disrupt and capitalize on the
convergence.



Hyperproof is the innovator- Compliance Operations

Real Time Risk

‘0 in @

‘e

Risk register

Dashboard HRisicy Bsues

Risk summary
33 Ll R I W - IR T
L & Moderate
B Low
AW A RISK B Low
Risk health

HyperSyncs

ADP Workforce Now

Payrol Provider

Azure DevOps
DevOps Services

E Wontonng Matdem
Google Workspace
Cowd Plattorm

Jira
Tk management

Microsoft Intune
Device Managemnent

Paycom
Payro Provider

GitHub
Develtopmmet Yook

Gusto
Payroli Provider

Jira Server
Task managesnent

Namely
Payroll Provicer

AN Paylocity
NI Payrod Provider

Health

B Crincad
O Mrak
) Heary

(Nt se0)

Golden Controls =

2. controls

Implementation

1 S Uninown

°

1 Notstarted 910

Hyperpilot

@ @

® 0
e © e 0@

Hyperpilot

Hi Georgla, how can | help?

We jusit acquired a cryp

108 @ nprogress
313 © Completed 1014

°

m orphaned controls AR wimply controny

Testing Freshness
@ retective 0 @ Lapured 2
. O Mecove 070 ® vinown O
© mpropress 0 ® Fresh 01
Nottested Y2 Notsety %12

\pacry, what should we 807

Great! You rght comider & NYDFS Part 500 program, That's the et common

L 4 'a o

OKcool What else?

and youlre already 0% done.

1 looks Mue you 00 Business in Asla 50 you might consider &
Another

y Acthority of Sngap

Security Standant, You shoukd aby

program -

P y I8 the C4 CoyptoCurrency
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Success across industries

Manufacturing

( 4 )

( 4 )

f-\

f-\

stryker NOAURA O solventum A
Rockwell IBDO & acorns %) omada BrecZe
TVHCL accenture T O G W ECRI g,ﬁg""
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from CTO to CEO
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TIPS: Print Edition Coming Soon

https://forgepointcap.com/tag/tips/

TIPS #22: The IGA-IAM-UEBA
Triad for Identity-First Security

Shane Shook

BLOG POST TIPS

/> {:}O a =

TIPS #19: Shift Left for Finance

Shane Shook

BLOG POST TIPS

TIPS #21: The
Disinformation/Misinformation
Dual Threat

Shane Shook

BLOG POST TIPS

TIPS #18: How Secure in
Operation Builds on Secure by
Design

Shane Shook

BLOG POST TIPS

TIPS #20: Building Resilience
with Contingent Business
Interruption (CBI) Insurance

Shane Shook

BLOG POST TIPS

TIPS #17: Subversion: The silent
third dimension of cybercrime

Shane Shook

BLOG POST TIPS

#~ Forgepoint

VOLUME 1

Threat
Intelligence
Portfolio
Spotlight

‘d-.i' e uf...l
Shane Shook, PhD
Venture Partner

Yonesy Nufiez
Venture Partner

Actionable

Intelligence from
the Frontlines



https://forgepointcap.com/tag/tips/

Forgepoint Forward

New Quarterly Reports!

# Forgepoint 2024 Q4 Report

/ Forgepoint Forward /

What’s Ahead in Al Governance

#~ Forgepoint

New reports on the most critical emerging spaces in cybersecurity, artificial
intelligence, and infrastructure software.

Forgepoint Forward presents findings from extensive research and interviews
with experts across our network- including our Global Advisory Council.

Our goal is to highlight investment trends, M&A activity, and market projections
as well as promising startups to identify key opportunities for entrepreneurs
and technology leaders across the cybersecurity community.

First Four Topics:

= Al Governance

» Application Security Posture Management
» Security Log Data Management

» Enabling Applications at the Edge

Reynaldo Kirton
Vice President

Confidential and Proprietary 76
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Elena Kvochko

Adjunct Professor

Cornell SC Johhson School of
Business

#~ Forgepoint

Elena Kvochko is a seasoned cybersecurity industry professional. In 2020, after
holding cybersecurity leadership roles at several financial institutions, she was
appointed the first Chief Trust Officer for the enterprise software giant SAP which
operates in over 200 countries. There, she and her global team work to prevent and
ward off cybersecurity threats while building trust with SAP customers, end users,
partners and stakeholders.

Prior to working at SAP, Kvochko was a data security mastermind in the banking
industry. She focused on global security as Senior Vice President and Technology
Executive at Bank of America and Divisional Chief Information Officer at Barclays
Bank in New York and London. Elena is also an inventor of 30+ patent-pending and
patented technologies in security, privacy, digital payments technology, and quantum
computing. One includes an information card silent coercion alarm that prompts an
institution to review fraudulent activity on behalf of a customer. Her many accolades
include being named among the Top 100 CIOs; Leading CIOs — Who Happen to be
Female by the CIO Magazine, Business Role Model of the Year by the Women in IT
Awards, and Fortune Magazine’s Most Powerful Women — International.”
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Aaron Hughes

Chief Information-Security Officer
Albertsons Companies

#~ Forgepoint

Aaron Hughes is CISO at Albertsons Companies. In this role he is responsible for
enabling the business and securing the infrastructure, digital assets, and payments for a
network of over 2200 supermarkets operating under 20 brands across the United States
serving 30 million customers per week and driving $70B in annual revenue.

Previously, he was VP for Information Security and Deputy CISO at Capital One where
he led the team providing security services across all Capital One lines of

business. Aaron is also the former Deputy Assistant Secretary of Defense for Cyber
Policy where, as the senior DoD cyber official, he was the primary interface with the
broader USG, Congress, the public, and foreign governments for all defense related
cyber policy matters. His office was responsible for overseeing the development and
implementation of cyber policies, strategies, operations, and plans for the DoD.

Aaron is on the Board of Directors for SentinelOne (NYSE $S) and is Vice Chairman of
the Board of Directors for privately held Advanced Technology International (ATI), a
leading provider of consortium services to the largest departments and agencies in the
US Government. He is a Colonel in the United States Air Force Reserve currently serving
as a Senior Advisor to the Commander USCYBERCOM. He received his BS in
Mechanical Engineering from the University of Virginia, MS in Telecommunications and
Computers from George Washington University, and MBA from the Stanford Graduate
School of Business.



Jerry Kowalski

Chief Information-Security Officer
Jefferies

#~ Forgepoint

Jerry Kowalski is the Chief Information Security Officer at Jefferies LLC.

As CISO, he is responsible for designing, building and operating the cyber security
program that enables Jefferies to run its core businesses securely.

At Jefferies, he heads Security Engineering, Operations Security, Access Identity
Management and Application Security practices. Prior to this, Jerry was head of
Application Security Risk for Barclays Capital and Wealth. During his 5-year tenure, Jerry
built the Application Security practice that consisted of security assessments, architecture
design, risk management and developer training.

Earlier in his career, Jerry was a Senior Security Engineer/Team Lead at Ernst & Young
Advanced Security Center, and Computer Engineer Researcher at Air Force Research
Laboratory where he provided R&D services to federal government and homeland
security.

Jerry earned his BA in Computer Engineering and MS in Computer Security at Syracuse
University.



THANK YOU,
CURRENT
DEFENDERS

SEE YOU
NEXT YEAR!




Thank you for
joining us.

= Agenda will be updated with Resources
= 5:00 Rooftop Reception on 22F

» 6:30 pm Celebration Dinner back here in the Ballroom

Let the
conversations
continuel FEEDBACK

https://forgepoint.typeform.com/acmd24/

STAY IN THE KNOW
https://forgepoint.typeform.com/acmd?24

#~ Forgepoint



https://forgepoint.typeform.com/acmd24
https://forgepoint.typeform.com/acmd24
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