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First, Let’s Talk About AI

Real or Fake?





CISOs have been pressured to “do something” on AI Security.

2024: AI Committee Established and Funded by the CEO

2025: AI Security POC (ad hoc)

2026: ??

2027: ??



Funded start-ups and vendors are selling AI security POCs.

2024: AI Security Prototype and Rapid Pitch to VC Investors/Funders

2025: Selling POCs (ad hoc)

2026: ??

2027: ??



Getting from AI security POC to production: Good luck.

Too many 2025 POCs are aimless
projects designed to demonstrate
that something is being done to
address a poorly defined AI risk.



What are the 
Top Enterprise 

AI Security 
Issues?

What most vendors 
think:
• Prompt injection

• Model hallucination

• Bias and discrimination

• Model theft

• Data poisoning

• LLM leakage

• Stopping AI attacks
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What CISOs actually 
think:
• Identifying AI usage

• Assigning guard rails

• Third-party AI usage

• SaaS/platform AI usage

• OWASP for AI APIs

• AI corporate policies

• Making boards happy



Recent Claude Attack: Glimpse at AI Future

• Chinese state-sponsored attackers hijacked 
Claude Code to run an AI-driven espionage 
campaign.

• Claude performed most of the attack 
autonomously, including recon, exploitation, 
and data theft.

• Security guardrails were bypassed by tricking 
the model through role-play and prompt 
manipulation.

• Only a handful of intrusions succeeded, but the 
scale and speed showed new AI-enabled threat 
potential.

• The event highlights urgent risks for critical 
infrastructure and the need for AI-specific 
security controls.



AI: The End of Cybersecurity as We Know It.



Now, Let’s Talk About Security Budgets



CISO as Teacher’s Pet on Budgets: 2000 to 2024



2025 TAG Survey – Roughly 100 CISOs 

Question: Is your security budget increasing in 2026? (yes or no)



Are CISOs Ignoring Financial Warning Signs? 



2025 Target

2025 Actual

CISO 
Budget

2025

~ 5%

When we inspected . . . 



2025 Target

2025 Actual

• Typically, small incremental 
increase

• Roughly flat in terms of 2025 
target
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2025 Target

2025 Actual

• Typically, small incremental 
increase

• Roughly flat in terms of 2025 
target

2026 Target CISO 2026 Budget Strategy
1. Start with carry-over
2. Find items to reduce
3. Select 1 or 2 items to add
       (could be AI, NHI, OT, 
        Phish-Resistant MFA, 
        SASE, Next Gen GRC, etc.)

How cybersecurity vendors 
should view CISO budgets in 2026

CISO 
Budget

2025 2026

~ 5%

Note: SSA COLA 
2026 Estimate: 2.8%

When we inspected . . . 



Budgets 2025 and Beyond: CISO Treated Like Peers



Let’s Talk Platforms



Here’s what we’ve been doing:



Sample 
TAG CVM 
Dashboard:



Emerging trends regarding cyber vendors
(Hint: notice the word platform below):

1. Zero cases of breaking up a platform to deploy separate atomic products.
2. Many cases of combining atomic point solutions into a platform.
3. Supermarket companies with unrelated vendors are not treated as platforms.
4. Clear preference to leverage platforms to reduce the number of vendors.
5. An uncomfortable number of CISOs know their platforms but not their vendors.
6. Many weird platform budget sharing with IT and other adjacencies.



Be careful: Logo consolidation is not a platform

+

+

Not really platforms . . . at least not yet.



But yes – Acquisitions can build platforms

+

+

These acquisitions led to security platforms.



Some more things we are hearing from CISOs . . .

Roughly 5-6 inquiries
per day from the TAG 
CISO and practitioner

community.



Some more things we are hearing from CISOs . . .

1. How can I drive more secure coding 
across my large developer community?

2. What is the best way to coordinate 
BISOs across our organization?

3. Should we be doing more to protect the 
online personas of our executives?

4. When should we begin to worry about 
the quantum threat to cryptography?

5. Do these new identify verification 
platforms work?

6. We are failing access reviews. Is it 
worth looking at Next Gen IGA vendors?



My new prequel to 
“Crossing the Chasm”



Always available for any 
discussions, follow-ups, 
or questions

Edward Amoroso
eamoroso@tag-cyber.com 
https://www.tag-infosphere.com/ 
LinkedIn: Edward Amoroso
YouTube: TAG Infosphere
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