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TAG First, Let’s Talk About Al

MILK CHO

Real or Fake?




THE GARDEN-OF-EDEN THEOREM FOR
FINITE CONFIGURATIONS

S. AMOROSO AND G. COOPER

Ansnu\cr In [l] Moore showed that the istence of lly

in a two-di llation space is

wﬁoent for the existence of Garden-of-Eden oonﬁgurauom. In 2]

\lyblll showed that the existence of mutually indistinguishable

ions is both y and sufficient for the existence of
Gan'kn-ol-Eden configurations.

After redefining the basic pts with some minor changes
in terminology, and after restating the main results from [1] and
[2). we shall establish the equi e between the existence of
mutually erasable configurations and the existence of mutually
indistinguishable configurati This implies that the converse of
Moore's result is true as well. We then show that by limiting the
universe to the set of all finite figurations of the Hati
array, both of the above conditions remain sufficient, but neither
is then necessary. Finally, we establish a necessary and sufficient
condition for the existence of Garden-of-Eden configurations when
only finite configurations are considered.

I. The tessellation structure and the Garden-of-Eden theorems.
e tessellation array, which was first used by Von Neumann [3] in
»taining his results on machine self-reproduction, can be visualized
an infinite two-dimensional Euclidean space divided into square
lls, in the fashion of a checkerboard, where each cell can hold any
mbol from a finite set A. We use the set Z* of ordered pairs of inte-
rs to name the cells in the tessellation array. An array configumtion,
., a symbol placed in each cell, is formally a mapping ¢: Z*—A. The
| striction of an array configuration ¢ to a subset S of Z? will be de-
oted by (¢)s. We speak of this as the configuration of S in array con-
figuration ¢. Each cell will behave like a deterministic and synchro-
nous finite-state machine, and the symbol in cell (7, j) at time ¢ will
depend on the symbol in cell (3, j) at time £—1 as well as the symbols
in certain neighboring cells at time t—1. In this paper, as in [1] and
[2], we fix the neighbors of any cell to be those cells (including the
cell itself) which have each of their coordinates differing by at most
1 from the coordinate of the given cell. Figure 1 shows the neighbors
of cell (i, 7).
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The function ¢ which specifies the symbol to be placed in a cell at
time ¢ given the symbols in the neighbors of the cell at time ¢—1is to
be the same for all cells in the tessellation array. This function o,
which we call a local transformation, acting on all cells simultaneously
determines a global transformation r which maps the set of all array
configurations to the set of all array configurations. Any global trans-
formation defined in this way, i.e., from a local transformation, will
be referred to as a parallel transformation.

Moore's result. Let S be an arbitrary finite nonempty subset of the
set of cells of the tessellation array (i.e.,
containing exactly all neighbors of any cel

For finite S;CZ?, a configuration (1)s
to be erasable if there exists an array con
(b), and (c) below hold.

(@) (er)wwisy—s, = (€) ¥ v (sy—su

(b) (a)s, #(c2)s, and

(©) (r(e))wesp=(r(cr))nespe

Such ¢; and ¢; will be said to be mutuall)

An array configuration ¢ is said to be
configuration if no array configuration ¢’ ex

THEOREM 1. (MOORE'S GARDEN-OF-EDE
1o a given tessellation structure, if erasable
there exist Garden-of-Eden configurations.

The proof of this result is found in [1].
Myhill's result. Let S be any finite nonempty set of cells. Distinct
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~_2024: Al Committee Establisfied and Funded by the CE@

CISOs have been pressured to “do something” on Al Security.



Funded start-ups and vendors are selling Al security POCs.




TAG

Too many2025 POCs are aimless
projects designed to demonstrate
that somethingis being done to
address a poorly defined Al risk.

Getting from Al security POC to production: Good luck.
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\What are the What most vendors
. think:
TOp Enterprlse * Promptinjection
AI Security * Model hallucination
|SSLIeS? * Bias and discrimination

* Model theft

* Data poisoning

* LLM leakage

* Stopping Al attacks
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What are the
Top Enterprise
Al Security
|Issues?

What most vendors
think:

Prompt injection

Model hallucination
Bias and discrimination
Model theft

Data poisoning

LLM leakage

Stopping Al attacks

What CISOs actually
think:

|ldentifying Al usage
Assigning guard rails
Third-party Al usage
SaaS/platform Al usage
OWASP for Al APIs

Al corporate policies

Making boards happy



Recent Claude Attack: Glimpse at Al Future

* Chinese state-sponsored attackers hijacked
Claude Code to run an Al-driven espionage
campaign.

* Claude performed most of the attack
autonomously, including recon, exploitation,
and data theft.

* Security guardrails were bypassed by tricking
the model through role-play and prompt
manipulation.

* Only a handful of intrusions succeeded, but the
scale and speed showed new Al-enabled threat
potential.

* The event highlights urgent risks for critical
infrastructure and the need for Al-specific
security controls.




TAG Al: The End of Cybersecurity as We Know |t.

SecUrityAnnudl

Al

WILL BE
THE END OF
CYBERSECURITY

(AS WEKNOW IT)
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TAG 2023 2nd Quarterly

We don't have to tell you there's been a lot to read recently about artificial

intelligence. In this issue, we have useful information to add about Al, and we

promise it isn't what you've already been reading for months.

Download Quarterly




Now, Let’s Talk About Security Budgets
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er’s Pet.o! Budgets: 2000 to 2024
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TAG 2025 TAG Survey — Roughly 100 CISOs

Question: Is your security budget increasing in 20267 (yes or no)



TAG Are CISOs Ignoring Financial Warning Signs?
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CISO
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CISO
Budget

When we inspected . . .

How cybersecurity vendors
should view CISO budgets in 2026

\

CISO 2026 Budget Strategy

1. Start with carry-over

2. Finditemsto reduce

3. Select1or2itemstoadd
(could be Al, NHI, OT,
Phish-Resistant MFA,
SASE, Next Gen GRC, etc.)

Note: SSA COLA

~ 2025 Target 2026 Target
® ®
~ 5% <
Typically, small incremental
\_ 2025 Actual Increase _
* Roughly flatin terms of 2025
target
I | R
! |
2025 2026

2026 Estimate: 2.8%



Budgets 2025 and Beyond: CISO Treated Like Peers






TAG Here’s what we’ve been doing:

@ 5. Vendor News,

1. Rationalize and Upload the Excel Hack.s,.l%pdate':s,
Spreadsheet of CISO’s Security Vendors L | Acquisitions via
I RSS Feeds
— s TAG Al-Powered
s pre— — Cyber Vendor Management _
VTR TR e (CVM) Platform
W easily Maniger Rk Rtirg Tricking eshenkegyiskfindings,  cohaimieStisencom :-H - == o e 4. Reports to CISO
T via TAG CVM Portal
2.TAGRuns .. . : 3. Leverage TAG’s
Analyticson R : Quantitative Navigators
Vendors T me and Taxonomy



Cyber Vendor Management

Comprehensive oversight of your third-party ecosystem.

Vendor Overview

CVM SCORE

Effectively manage your vendor relationships with our comprehensive tracking system. We maintain a detailed record of all
7 9 your third-party providers, while giving you full control to add, remove, or update vendors as your business relationships

® evolve. This collaborative approach ensures your vendor inventory remains accurate and up-to-date, providing a solid
foundation for robust risk management practices.

Sal I I p | e TRACKED VENDORS n CATEGORY COVERAGE [PAsJale[v]

D a S h b O a rd ° YOUR ORGANIZATION'S CYBERSECURITY VENDORS Manage Vendors | VENDOR UPDATES All Vendors v
[ ]

Malwarebytes

aws Amazon Web Services (AWS)
m Clickjack attack steals password managers&#8217; secrets
AN Aug 22, 2025
Category Coverage 12 v
Malwarebytes
Products and Sarvices @ v Grok chats show up in Google searches
Aug 22, 2025
Wiz
“ ATLASSIAN 74
A new type of long-lived key on AWS: Bedrock API keys
Aug 21, 2025

Category Coverage 0 v
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1.
2.
3.
4.
5.
6.

Emerging trends regarding cyber vendors
(Hint: notice the word platform below):

Zero cases of breaking up a platform to deploy separate atomic products.
Many cases of combining atomic point solutions into a platform.
Supermarket companies with unrelated vendors are not treated as platforms.
Clear preference to leverage platforms to reduce the number of vendors.

An uncomfortable number of CISOs know their platforms but not their vendors.
Many weird platform budget sharing with IT and other adjacencies.




TAG Be careful: Logo consolidation is not a platform

NNNNNNNN

Not really platforms . . . at least not yet.

@ zscaler + A SPLX




TAG But yes — Acquisitions can build platforms

Iy
CISCO

-+

R

wn

ECURIT

<

These acquisitions led to security platforms.

NNNNNNNN




TAG Some more things we are hearing from CISOs . . .

The Cybersecurity Industry at your Fingertips

Learn from our expert insights, perspective, and commentary on the latest startups, innovations, and advances in cybersecurity.

Updated weekly, the Taxonomy Resource Center reports come directly from the top of our advisory department.

Explore TAG Taxonomy Resource Centers

Roughly 5-6 inquiries
Message an analyst Upload Attachment (PDF only) p e r d ay fro m th e TAG

Send general inquiry questions to an analyst... No file chosen C I SO an d p ra Ctiti oner
If possible, please share your timeframe in needing a response. commun ity.

Select v

If possible, please share the context of your question.

Select v
Visibility ©
& Private v

View All Requests — Send




Some more things we are hearing from CISOs . . .

1. How can | drive more secure coding
across my large developer community?

2. What is the best way to coordinate
BISOs across our organization?

3. Should we be doing more to protect the
online personas of our executives?

4. When should we begin to worry about
the quantum threat to cryptography?

5. Do these new identify verification
platforms work?

6. We are failing access reviews. Is it
worth looking at Next Gen IGA vendors?




My new prequel to HOW TO

DA : DRIVE YOUR
Crossing the Chasm EARLY-STAGE STARTUP

T0 SCALE

REACHING

—

CHASM

TAG

EDWARD G. AMOROSO




Always available for any
discussions, follow-ups,
or questions

Edward Amoroso
eamoroso@tag-cyber.com
https://www.tag-infosphere.com/
LinkedIn: Edward Amoroso
YouTube: TAG Infosphere
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“Next time, you’ll be more careful with that
algorithmic bias.”
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